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Japan opens part of last town off-limits since Fukushima nuclear disaster
Source: https://www.spokesman.com/stories/2020/mar/04/japan-opens-part-of-last-town-off-limits-since-fuk/
Mar 04 – Japan’s government on Wednesday opened part of the last town that had been off-limits due to radiation since the
Fukushima nuclear disaster nine years ago, in a symbolic move showing the region’s recovery ahead of the Tokyo Olympics.
All 7,000 people in the town of Futaba were forced to evacuate when three reactors at
a nearby nuclear plant melted down after being damaged by a magnitude 9.0
earthquake and tsunami on March 11, 2011.
The partial lifting of the entry ban comes weeks before the Olympic torch procession
starts in another town in Fukushima. The torch could also pass through Futaba, about
2.4 miles from the wrecked nuclear plant.
Unrestricted access, however, is only being allowed in less than 1 square-mile area
near the main Futaba train station, which will reopen later this month to connect the
town with the rest of the region for the first time since the accident. Access to the vast
majority of Futaba is only allowed for those who receive permission for a day visit.
Because key infrastructure is still being rebuilt, residents won’t be able to return to live
there until 2022.
The three reactor meltdowns at the town’s Fukushima Dai-ichi nuclear power plant
spewed massive amounts of radiation that contaminated the surrounding area, and at
its peak forced more than 160,000 people to flee.
The gate at a checkpoint was
opened at midnight Tuesday,
and Futaba officials placed a
signboard marking their new
town office.
“I’m overwhelmed with
emotion as we finally bring
part of our town operations
back to our home town,”
Futaba Mayor Shiro Izawa
said,
pledging
further
recovery and reconstruction.
“Lifting of the no-go zone is
not the goal. Our goal is to
see the residents come back
and live just like before.”
Officials say prospects for the
return of Futaba’s former
residents are grim because of
lingering concern about
radiation. Many residents
have also found new jobs and
communities
after
evacuating, and only about
10% say they plan to return.
Futaba’s registered residents already have decreased by 1,000 from its predisaster population of 7,000. Many evacuees ended up
in Kazo City, north of Tokyo, after long bus trips, various stopovers and stays in shelters at an athletic arena and an abandoned high
school. The town’s government reopened in a makeshift office in another Fukushima town, Iwaki.
Even after radiation levels declined to safe levels, the region’s farming and fishing continue
to be hurt by lingering concerns among consumers and retailers.
The nuclear plant is being decommissioned in a process that will take decades. The
government is also building temporary storage for massive amounts of debris and soil from
ongoing decontamination efforts.
www.cbrne-terrorism-newsletter.com
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Scientists turn bricks into gamma-ray cameras
Source: https://newatlas.com/science/scientist-bricks-gamma-rays-camera/
Mar 27 – A team of scientists at North Carolina State University have developed a technique that could allow bricks and other
common building materials to act as "cameras" that can reveal the location and distribution of radioactive materials that were once
in their vicinity. Using optically stimulated luminescence, the team was able to retrieve a historical snapshot thanks to how radioactive
elements like weapons-grade plutonium affected certain minerals in the materials.
On Christmas Day, 1972, the BBC aired a ghost story called The Stone Tape, which postulated that ghosts were the result of the
stones in a room acting as a recording medium of past events – a stone tape, as it were. It was regarded as not only one of the best
horror stories produced for television, it also popularized the hypothesis in paranormal circles known as residual hauntings or the
Stone Tape theory.
Now, a North Carolina team has come up with a real-life version of the stone tape, only this time what it records is radiation, not
phantoms. The idea is that building materials can act like a 3D camera that picks up residual gamma radiation signatures. This is
because some minerals, such as quartz or feldspar, react to gamma rays by trapping electrons in their crystalline matrix. When
stimulated, these electrons shift from their prison, releasing light that can be measured on a photomultiplier, allowing scientists to
build up a picture of any strong radioactive source that might have been in the area.
"Our new work effectively shows that we could take an array of bricks and turn them into a gamma-ray camera, characterizing the
location and distribution of a radiation source," says Robert Hayes, an associate professor of nuclear engineering at NC State.
"Although this time we did not use bricks, instead, relying on commercial dosimeters, since it’s a proof of concept study. Also, the
radiation source we imaged this time was 4.5 kilograms (10 lb) of weapons-grade plutonium, whereas we previously used a
commercial americium source for the [gamma-ray] spectrometry demonstration. In this most recent study, we were able to rather
accurately predict not only the location of the weapons-grade plutonium but even the radius of the source, just with passive
dosimeters.
"Even though we used commercial dosimeters here, our findings strongly suggest that we could do the same using building materials,
such as brick. That’s because the silicates in brick – such as quartz, feldspars, zircons, and so on – are all individual dosimeters. It
is a tedious process to remove those grains from the brick for measurements, but we have done it multiple times. For the goals of
this new research, it wasn’t necessary to use brick – we’ve already shown we can do that. This was simply a question of determining
how much information we could glean from this approach. And the answer is that we could learn a lot – about the size and shape of
the radiation source, as well as the nature of the radioactive material itself."
 The research was published in Radiation Measurements.

Forest Fires Around Chernobyl Have Pushed Radiation to 16 Times Normal Levels
Source: https://www.sciencealert.com/forest-fires-have-pushed-radiation-around-chernobyl-to-16-times-normal-levels
Apr 08 – More than 30 years on, the site of the 1986 Chernobyl nuclear disaster is safe enough for humans to visit again, albeit
briefly – but a recent forest fire has caused radiation to spike once more, up to 16 times higher than typical levels in the area.
The problem is that these fires release radiation previously locked
away in the soil, leaves and wood of the forests around the 30kilometre (19-mile) Chernobyl exclusion zone. While for short
periods it has become relatively safe to wander around these forests
again, that changes dramatically when a fire starts.
Photo taken on 5 April 2020 showing the fires still burning.
(Yaroslav Emelianenko/AFP)

According to a report from AP, a fire was started near the village
of Volodymyrivka on Saturday 4 April, eventually spreading to cover
more than 100 hectares
(nearly 250 acres). Even
worse, it looks like the fire
was started deliberately.
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Two separate blazes were still going on Monday, after more than 100 emergency firefighters had been called to the scene. Planes
and a helicopter were also called in to provide water drops.

Readings taken near the centre of the fire showed a microsievert per hour
(μSv/h) reading of 2.3, way up from the 0.14 level that would normally be
expected here. The maximum safe level for humans is 0.5 μSv/h.
The devastation has been extensive, and a lot of radioactive isotopes have
been released as a result. However, Ukrainian authorities were keen to
stress that surrounding neighbourhoods further away from the fire were
safe.
It is safe to go outside and open windows in the city of Kiev, some 100
kilometres (62 miles) away from the original power plant site, according to
Yegor Firsov, head of the ecological inspection service in Ukraine.
Experts have been warning about the dangers of forest fires around
Chernobyl for several years now, and officials are calling for stronger
restrictions for accessing the area and harsher fines for those who attempt
arson.
With or without direct human help though, fires like this are common in the
region that surrounds the former disaster site.
Rising temperatures caused by climate change mean the vegetation is
drying out, while decay rates appear to be lower, too – perhaps due to the
radiation killing off insects and microorganisms that would usually assist in
the breakdown of old organic matter.
The plant life that's growing throughout the Chernobyl exclusion zone isn't affected by radiation in the same way that animal life is,
thanks to its different and more adaptable biological structure. Plants can replace dead cells and tissue much more easily than
animals can.

Keeping Nuclear Facilities Operational During the COVID-19 Pandemic
Source: https://www.hstoday.us/channels/global/keeping-nuclear-facilities-operational-during-the-covid-19-pandemic/
Apr 08 – Despite the COVID-19 crisis, all 442 of the world’s nuclear power reactors are operational, providing more than
10% of the world’s electricity. Nuclear facility operators around the world are taking special measures to protect the health of their
workforce to ensure continuous operations during the pandemic.
The International Atomic Energy Agency (IAEA) is accelerating its efforts to support them by
facilitating knowledge exchange through the International Reporting System for Operating
Experience (IRS) and the newly established COVID-19 Operational Experience Network.
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Reduced staffing and telecommuting are among a number of special measures put in place by operators of nuclear power plants,
research reactors and other nuclear facilities. Others include social distancing, regular medical screenings of staff, sterilization of
work areas and purchase by the operator of specific personal protective equipment, travel restrictions, self-isolation, and meeting
restrictions.
While nuclear safety and security
are national responsibilities, the
IAEA supports countries in a
variety of ways including through
its safety standards, security
guidance documents and nuclear
energy series publications.
“Operators
have
primary
responsibility for safety and
security. They are acting
responsibly in taking these
sensible precautions and carefully
planned organizational changes,
while continuing to ensure safety
and security, and which are
typically reviewed by national
nuclear regulatory bodies,” said
Peter Tarren, Head of the IAEA’s
Operational Safety Section.
Some of the special measures implemented include the extension of regular procedures such as reduced staffing, which
is a common practice on weekends while other staff remain on call if needed. Other new measures announced by some
operators to minimize disease spread and maintain a safe complement of essential personnel include offsetting work hours,
revised shift patterns, alternative ways of communicating with control room personnel or even asking essential staff to live
at the site temporarily.
In the context of the unfolding pandemic, the IAEA safety standards in particular require that staffing levels be adequate to operate
and shut down a reactor and maintain safety during the shutdown process. For this, a core group of staff should be identified for
operating the reactor safely, Tarren said.
To help operators and regulators learn from each other’s experience, the IAEA is gathering relevant practices through the IRS, an
online platform jointly managed with the Nuclear Energy Agency of the Organisation for Economic Co-operation and Development,
through which countries submit and respond to reports on events of international interest for the purpose of enhancing safety
practices at nuclear facilities.
“The IAEA is gathering feedback from operating countries about how they are ensuring that enough personnel are available to keep
power plants operating safely and securely,” Tarren said. “They have shown determination and innovation in designing measures
that reduce the risk of their staff contracting COVID-19, and their willingness to share this information through the IRS is extremely
helpful for all participating countries.”
In addition, to assist nuclear facility operators in the current crisis, the IAEA has launched the COVID-19 Operational Experience
Network, a pilot peer-to-peer network designed to serve as a repository for planned or implemented response actions during the
crisis.
“The information in this network will include ways to limit the pandemic’s spread, definitions of critical competencies for power plant
operations and access restrictions,” said Pal Vincze Head of the IAEA’s Nuclear Power Engineering Section. “It also focuses on
specific organizational preparedness arrangements for COVID-19 and includes data on planned outages in response to the crisis.”
The IAEA Nuclear Energy Series publication Industrial Safety Guidelines for Nuclear Facilities provides operators with information
on preparing and implementing plans for responding to a wide range of hazards, including pandemics. The plans help to ensure that
employees minimize the potential for contracting the applicable disease and that the nuclear facility has sufficient healthy staff
available to maintain safe operation.
“By collecting and sharing these experiences, the IAEA aims to provide expanded knowledge
for operators around the world to strengthen their capacity to respond to this crisis and any
similar ones in the future,” Vincze said. The information gathered this way will be taken into
consideration in the revision of relevant IAEA documents, he added.
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As the COVID-19 situation continues to unfold, nuclear facilities other than power plants such as research reactors and fuel cycle
facilities face similar operational challenges.
Along with the universities and research institutions in which they operate, many research reactors that focus on training and research
are in temporary shutdown – a state in which a reactor’s operations are on hold until circumstances change. IAEA Safety Standard
SSR-3 provides information on maintaining the safety of research reactors as well as staff arrangements and staffing levels during
extended periods of shutdown.
Most research reactors whose production of isotopes used in medicine is vital for health care continue to operate at reduced staffing
levels. The IAEA is currently reaching out to operators who are members of its Technical Working Group on Research Reactors to
gather information on the status of research reactors that produce medical isotopes during the COVID-19 crisis as well as issues
related to world-wide supply.
Guidance to operators of fuel cycle facilities, which are used to convert and enrich uranium and manufacture reactor fuel, is available
in IAEA Safety Standards SSR-4, including on operations under various constraints.
Nuclear security considerations are paramount and security needs to be maintained whether or not a facility is operational. “While a
pandemic such as COVID-19 does not typically affect nuclear security threat assessments, operators need to adapt and implement
measures to ensure that nuclear materials in facilities that are not actively used are protected according to requirements for materials
in storage”, said Muhammad Khaliq, Head of the IAEA Nuclear Security of Materials and Facilities Section.
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Good news!
No “Exposion News” this month
other than to describe
the nature of the spread

of Covid-19
worldwide!
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Strengthening Cybersecurity in Sports Stadiums
Source: http://www.homelandsecuritynewswire.com/dr20200325-strengthening-cybersecurity-in-sports-stadiums
Mar 25 – Someone pulled a fire alarm during the February 2018 school shooting in Parkland, Florida,
which killed 17 students and teachers. The alarm caused more students to move into the hallways
and into harm’s way.
That detail worried Nate Evans, a cybersecurity program lead at the U.S. Department of Energy’s
(DOE) Argonne National Laboratory who helps owners of sports stadiums and concert arenas lower
their cybersecurity risks. It reminded Evans of a dangerous shift in recent cyberattacks.
“Hackers no longer use cyberattacks to cause cyber damage,” said Evans. Instead, “they are using these
attacks to cause physical damage or put people in locations to maximize physical damage.”
To combat threats like these, Evans and his colleagues are launching an online survey as an assessment tool for team and stadium
owners to find and fix cyber vulnerabilities. The survey will also help owners obtain credentials for the Department of Homeland
Security’s Safety Act program. The program encourages businesses to offer anti-terrorism products and services; stadiums that
complete the program, which is designed to strengthen physical and cyber defenses against terrorism, can avoid legal liability if an
incident occurs.
More importantly, the survey will make professional sports games safer and more fun for players, owners and fans.
Keeping Both Cyber and Physical Worlds Safe
ANL notesthat in many stadiums, fire alarms and ventilation systems are connected digitally, giving operators more control. While
this setup is convenient, it also puts more fans at risk if criminals hack into the system and potentially lure crowds to danger.
Similarly, city planners often place urban stadiums and conference centers together; they may even share fire alarm systems and
data centers. “One glitch might cause them to evacuate at the same time, which amplifies the problem,” said Evans.
Argonne’s online survey helps stadium operators pinpoint and mitigate these problems. It begins with a stadium’s physical security:
Who can access certain areas? How are security forces and staff trained? What are the emergency response plans? But cyber
security, says Evans, is playing an increasingly larger role in the survey as the cyber world controls more of the physical world around
us — electricity, fire alarms, scoreboards, heating, ventilation, and air conditioning.
So how can teams and stadium owners counter cyber threats?
The first step, said Evans, is to physically isolate the controls for each system — power, lighting, fire safety, ventilation, plumbing,
security, and surveillance. Simply relying on separate digital accounts that share the same servers is a mistake. Second, operators
need to know which systems are dependent on others. Fire alarms, for example, depend on electricity, but does that power, in turn,
depend upon other infrastructure — water, natural gas, etc. — that is also vulnerable to disruption?
Team and stadium owners also need to talk directly with all third-party vendors — information technology, concessions, security, etc.
— that typically help run stadiums. “If a hacker breaks in and you can’t contact your IT staff, then how can you react?” asked
Stephanie Jenkins, a cyber security analyst involved in the laboratory’s research.
Evans and Jenkins plan to offer the survey to owners of sports stadiums and concert arenas soon. Meanwhile, the team continues
to advise professional sports leagues, including the National Football League, Major League Baseball, National Basketball
Association, Major League Soccer, National Collegiate Athletic Association, among others, on cyber issues.

Cyber Attacks against Hospitals and the COVID-19 Pandemic: How Strong are
International Law Protections?
Source: http://www.homelandsecuritynewswire.com/dr20200327-cyber-attacks-against-hospitals-and-the-covid19-pandemic-howstrong-are-international-law-protections
Mar 27 – In a situation where most, if not all of us are potential patients, few government-provided services are more important than
the efficient delivery of health care. The strain on hospitals around the world is rapidly growing, to which states have responded
by mobilizing military medical units, nationalizing private medical facilities, and building emergency hospitals.
Kubo Mačák, Laurent Gisel, and Tilman Rodenhäuser write in Just Security that
It is essential that all of these facilities can function without interruption and that they
have sufficient resources as they scale up their operations due to the unfolding crisis.
However, as noted in a 2019 International Committee of the Red Cross
(ICRC) report on the potential human cost of cyber operations, even in ordinary times
www.cbrne-terrorism-newsletter.com
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the health-care sector is particularly vulnerable to cyber attacks due to its increasing digital dependency and “attack surface.”
(see page 6 of the report)
All of this underlines the urgent need to understand what protections the law offers against such attacks. This article examines
the protections afforded by existing international law. To the extent that rules that govern the behavior of States are discussed,
it should be remembered that these apply only if a given operation is attributable to a State (e.g. because it was conducted
by a State organ or under the instructions, direction, or control of a State). Experts have already warned of indications that
some “coronavirus-themed cyberattack campaigns” may have been carried out by states.

Social Media Can Help Track the Spread of Disease
Source: http://www.homelandsecuritynewswire.com/dr20200403-social-media-can-help-track-the-spread-of-disease
Apr 03 – Disease surveillance means monitoring the spread of disease through populations in order to establish patterns and
minimize harm caused by outbreaks. In a recent article, UNC-Chapel Hill researchers explored how to effectively and ethically include
social media and broader Internet tracking as part of public health surveillance efforts.
They write: “We are on the precipice of an unprecedented opportunity to track, predict and prevent global disease burdens in the
population using digital data.”
Their full article, titled “Social Media- and Internet-Based Disease Surveillance for Public Health,”
was published in early 2020 by the Annual Review of Public Health.
UNC says that dData collected via the Internet and social media sites have been used for years as a
complement to existing outpatient, hospital and laboratory-based systems. This complement can be
extremely useful because traditional surveillance systems rely on tracking only the individuals who
seek medical care, and therefore underestimate the total disease burden.
surveillance is tracking Google search terms: In one study, Google searches for “diarrhea” and “food poisoning” were shown to
coincide with an outbreak of Salmonella in peanut butter. In another example, online restaurant review sites (like Yelp) helped identify
foodborne disease outbreaks.
While Twitter is by far the most frequently used social media platform for digital surveillance, others can be used as well. For example,
Facebook “like” patterns correlate strongly with a wide range of health conditions and behaviors, and Instagram timelines have been
used to identify adverse drug reactions.
In addition to discussing why some early digital surveillance efforts — like Google Flu Trends — ultimately failed, the researchers
delve into the ethics of social media- and Internet-based data collection. They outline five key concepts that must be kept in mind:
❖ Beneficence: understanding that public health surveillance should always improve the health of the target population.
❖ Nonmaleficence: taking thoughtful actions to reduce the potential harms of collecting data.
❖ Respect for autonomy: recognizing individuals’ right to informed consent.
❖ Equity: ensuring that all individuals in a target population have equal opportunity to receive a given public health intervention.
❖ Efficiency: considering the cost–benefit analysis of any surveillance system.
“In the future, it will be important to identify the most beneficial ways to use digital data sources through hybrid or completely new
independent systems,” write the co-authors. “The prospect of a new system, driven solely by digital technology, seems unlikely at
present, but the continued advancement of machine learning […] may bring this idea closer to reality in the future. One challenge
will be in the training of public health experts in computer science, big data and machine learning to harness novel sources of digital
data and support innovation in digital surveillance while reducing possible harms.”

Tracking the Spread of Disease on Social Media
Source: http://www.homelandsecuritynewswire.com/dr20200403-tracking-the-spread-of-disease-on-social-media
Apr 03 – For many years, researchers have turned to the public logs of search engine terms to help them track the spread of disease.
They can analyze the keywords and phrases that people use and when they become interested in a disease or have symptoms.
Much value has been recognized in this kind of disease tracking and it has been used to research influenza outbreaks, the spread
of MERS and the Zika virus, and other health problems.
At the time of writing, it is approximately three months since we first recognized the
emergence of a new coronavirus in China that would ultimately become known as the
pathogen to cause the novel pandemic disease, COVID-19.
Writing in the International Journal of Web and Grid Services, in rather prescient work
undertaken long before the disease name COVID-19 had been coined, a team from Gachon
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University in Korea, was asking whether social media content might be harvested to allow researchers to spot the emergence of new
diseases and to track them once they appear.
Inderscience says that the researchers explain how social media has become as a sensor for a wide range of topics in almost every
area of human endeavor. Mining the vast daily output of this realm is a daunting task, but it can be done and many trends in politics,
finance, science, health, medicine, entertainment, celebrity, and beyond can be tracked.
The team has now built a workflow that allows them to carry out real-time processing of social media data and to develop a model
that manages the data and can detect the emergence of disease accurately. “If we can detect information about an infectious disease
in real time, we can cope with it more quickly,” the team suggests. Moreover, “We can obtain information about the symptoms of
specific diseases and hospital information by analyzing various opinions and information on the disease.”

INTERPOL – COVID-19 cyberthreats
Source: https://www.interpol.int/Crimes/Cybercrime/COVID-19-cyberthreats
Cybercriminals are attacking the computer networks and systems of individuals, businesses and even global organizations at a time
when cyber defences might be lowered due to the shift of focus to the health crisis.

Types of cyberattacks
Malicious domains
There are a considerable number of registered domains on the Internet that contain the terms: "coronavirus", "corona-virus",
"covid19" and "covid-19".
While some are legitimate websites, cybercriminals are creating thousands of new sites every day to carry out spam campaigns,
phishing, spreading malware or to compromise Command and Control servers.
Malware
Cybercriminals are taking advantage of the widespread global communications on the
coronavirus to mask their activities. Malware, spyware and Trojans have been found
embedded in interactive coronavirus maps and websites. Spam emails are also tricking
users into clicking on links which download malware to their computers or mobile devices.
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Ransomware
Hospitals, medical centres and public institutions are being targeted by cybercriminals for ransomware attacks – since they are
overwhelmed with the health crisis and cannot afford to be locked out of their systems, the criminals believe they are likely to pay
the ransom.
The ransomware can enter their systems through emails containing infected links or attachments, compromised employee
credentials, or by exploiting a vulnerability in the system.
Recommendations and prevention tips
With an increasing number of countries encouraging citizens to stay, learn or work from home, now is the moment to focus on
cybersecurity, whether it’s for yourself or your workplace.
Keep your information safe
• Back up all your important files, and store them independently from your system (e.g. in the cloud, on an external drive);
• Always verify you are on a company’s legitimate website before entering login details or sensitive information.
Check your software and systems
• Ensure you have the latest anti-virus software installed on your computer and mobile devices;
• Secure email gateways to thwart threats via spam;
• Strengthen your home network;
• Secure system administrations vulnerabilities that attackers could abuse;
• Disable third-party or outdated components that could be used as entry points;
• Download mobile applications or any other software from trusted platforms only;
• Perform regular health scans on your computers or mobile devices.
Be vigilant
• Talk to your family −including children − about how to stay safe online;
• Regularly check and update the privacy settings on your social media accounts;
• Update your passwords and ensure they strong (a mix of uppercase, lowercase, numbers and special characters);
• Do not click on links or open attachments in emails which you were not expecting to receive, or come from an unknown
sender.
As always, if you believe you are the victim of a crime, alert your local police.
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“Pandemic Drones”: Useful for Enforcing Social Distancing, or for Creating a
Police State?
By Michael Richardson
Source:
http://www.homelandsecuritynewswire.com/dr20200401-pandemic-drones-useful-for-enforcing-social-distancing-or-forcreating-a-police-state
Mar 01 – People in Western Australia may soon see more than birds in the sky, as the state’s police force has announced plans to
deploy drones to enforce social distancing. The drones will visit parks, beaches and cafe strips, ensuring people comply with the
most recent round of gathering rules.
As COVID-19 restrictions tighten around the world, governments are harnessing the potential of drones. From delivering medical
supplies, to helping keep people indoors – drones can do a lot in a pandemic.
Since the outbreak began, China has used drones to deliver medical supplies and food, disinfect villages, and even
provide lighting to build a hospital in Wuhan in nine days. Drone medical deliveries have cut transit times, reduced the strain on
health personnel and enabled contactless handovers, reducing the risk of infection.
It’s clear drones are helping combat COVID-19, as
governments use them to control and monitor.
But these measures may be difficult to rollback
once the pandemic passes. And safeguards will
be needed to prevent unwanted surveillance in
the future.
Drone Use: Clever, Quirky and Sometimes
Concerning
With cities on lockdown, drones have
shown uncanny images of emptied urban

landscapes from Wuhan and metros across the globe.
Social distancing has inspired some quirky uses by individuals, including walking the dog and asking for a date.
But the main game has been about control. China is using drones to enforce quarantine rules and deter gatherings that violate social
distancing rules.
One viral video showed a drone scolding an elderly woman for not wearing a mask. In some cases, traffic police and municipal
officials used drones fitted with speakers to order people home and break up mahjong games.
Flying at high altitudes, drones can help police and other officials monitor large areas to identify those violating restrictions. Similar
tactics are being used in Madrid and Nice, with talk of deployment in many other places.

A Defense for the “Good Drone”?
There are huge advantages in sending drones into disaster zones such as bushfires, or remote landscapes for search and rescue.
Pilots can safely stream crucial vision from a drone’s optical and thermal cameras.
But while “good drones” can be valuable in disaster, they have been criticized for giving drone warfare an ethical veneer by
association with humanitarian work. Some have even argued that using drones at all risks tainting relief work, because militaries have
played a major role in developing drone technologies that are also responsible for humanitarian tragedies.
Like all technologies, the question with drones should be about how they are used. For instance, inspecting the breached nuclear
reactor at Fukushima with drones is sensible. But embedding systems of control that can be turned against civilians is its own disaster
in the making.
Normalizing Surveillance
With high definition and infrared images streamed to command stations, China’s drones may be able to use facial recognition to
identify specific individuals using its Social Credit System, and fine them for indiscretions.
This level of social control may be appealing in a pandemic that could cost millions of lives. But it could also have chilling effects on
social and political life.
Surveillance tools typically work best for social control when people know they are being
watched. Even in liberal societies, people might think twice about joining climate or racial
justice protests if they know they’ll be recorded by a drone overhead.
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Feeling like you’re constantly being watched can create a kind of atmospheric anxiety, particularly for marginalized groups that are
already closely monitored because of their religion or welfare status.
Putting more drones in the sky raises concerns about trust, privacy, data protection and ownership. In a crisis, those questions are
often ignored. This was clear after 9/11, when the world learnt the lessons of surveillance systems and draconian national
security laws.
The Impact Would Hit Home
Police in the west are already deploying drones for various purposes, including at sporting events in Australia. Our defense force is
buying Reaper MQ-9B drones because they are cleared for use in civilian airspace.
We might be fine with delivery drones in Canberra, or disaster drones ferrying urgent medical supplies, but how would we feel if they
were indistinguishable from drones piloted by police, the military or private security companies?
A team at the University of South Australia is currently designing a “pandemic” drone to detect virus symptoms such as fever and
coughing from a distance. Valuable as that is now, this tool could easily be used to intrusively manage the public’s health after the
crisis is over.
It can be difficult to see the long-term impacts of choices made in an emergency. But now is the best time for policymakers to set
limits on how drones can be used in public space.
They need to write sunset clauses into new laws so that surveillance and control systems are rolled back once the pandemic eases,
and create accountability mechanisms to ensure oversight.
Michael Richardson is Senior Research Fellow, UNSW.

Meet New Counter-Drone Solution
Source: https://i-hls.com/archives/100266
Apr 02 – The low altitude flight and small size of small drones make them hard to track. Therefore, they have become an increasing
threat to militaries, security forces, and critical infrastructures such as airports.
Obsidian, a new counter-drone technology by Qinetiq, uses
low-cost 3D radar to track and discern between threats so
they can be either engaged if they present a risk, or ignored
if they do not.
The technology for the system derives from the ALARM

system used by the British Army to provide warning of impending aerial attacks, according to airforce-technology.com.
The system can maintain tracking while a target is stationary or hovering by detecting the rotation of a small UAV’s rotor blades,
reducing the chances of classifying another object as a drone.
According to the company website, their Palisade Surveillance Management System, a fielded multi-sensor software system
providing an intuitive Graphical User Interface (GUI), constitutes a cost-effective control-room solution requiring minimal manning. It
assesses threat tracks from the Obsidian radar in real-time, classifies drones when detected, and automatically cross-cues the
camera in 3D to accurately zoom onto the target of interest. Video clips are automatically tagged and alerts are automatically
generated.
Palisade employs advanced, patented tracking and fusion algorithms which turn raw sensor
outputs into robust tracks and alerts. Intuitive, uncluttered displays enable operators to react
to alerts with minimal effort.
The Obsidian system has already been deployed in a commercial capacity, and last October,
Qinetiq began trials with the system in Canada.
www.cbrne-terrorism-newsletter.com
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Would Social Distancing Bring About Ease of Drone Restrictions?
Source: https://i-hls.com/archives/100453
Apr 10 – People around the world are looking at new technological ways to deal with social distancing due to the coronavrius
pandemic. The US Federal Aviation Authority (FAA) is under pressure to expand drone deliveries to help limit person-to-person
contact and slow the spread of the coronavirus in the United States.
According to washingtonexaminer.com, the pressure comes from drone advocacy groups asking the FAA to authorize
delivery drones for various purposes. The FAA said it had received inquiries to expand drone operations to combat the coronavirus
spread.
Increased drone use would lower the risk of spreading the virus because fewer people would touch the packages that are being
delivered to homes and elsewhere, said Ashkhen Kazaryan, the director of civil liberties at the technology think tank TechFreedom,
which examines legal and policy questions raised by changes in technology, including drone usage. “There’s a lot of possibilities for
contamination, whereas with drones delivery, no one is touching it aside from the person packing the drone and the person receiving
the package,” she said, adding that “some of the other countries have been implementing more drones to mitigate risks associated
with person-to-person contact.”
She said that Amazon has been testing drone deliveries in the United Kingdom because the FAA rules are too restrictive.
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Body Armor for Women in Law Enforcement
Source: http://www.homelandsecuritynewswire.com/dr20200325-body-armor-for-women-in-law-enforcement
Mar 25 – Law enforcement in the United States remains a male-dominated profession. According to recent reports published by
the Department of Justice (PDF, 670KB, 44pgs.) and Statista, less than 13 percent of full-time officers are female. So, it stands to
reason that the ballistic-resistant body armor worn by law enforcement officers in the field has traditionally been designed for the
male build. As the number of women entering the field continues to rise, so too has the demand for personal protective equipment
(PPE) that is designed for the female physique to ensure women are as safe, efficient, and comfortable as men while on the job.
Who better then to study the best body armor on the market for these women who put their lives on the line every day? And who
better to revisit the operational requirements for design, form, fit, and function? That’s right: women in science.
Fun fact: did you know that it was a woman—Stephanie Kwolek, a
chemist for DuPont—who invented the technology behind Kevlar,
the synthetic fiber commonly used to make the bullet resistant vests
that protect vital organs from ballistic threats during incidents
involving firearms? And in September 2019, it was five women from
the Department of Homeland Security (DHS) Science and
Technology
Directorate’s (S&T) National
Urban
Security
Technology Laboratory (NUSTL) who embarked on a project to
assess the capability, usability, deployability, maintainability, and
affordability of various makes and models of female body armor.
“The development of performance requirements and test methods
for ballistic-resistant body armor for women was identified as a
priority by the Interagency Board, a collaborative panel of
emergency preparedness and response practitioners,” stated Kris
Dooley, NUSTL program analyst. “Females are expected to perform
the same duties as their male counterparts, so it’s important to
ensure that their body armor is optimized to offer the same level
of protection.”
S&T says that to start, NUSTL’s System Assessment and Validation
for Emergency Responders (SAVER) program convened a focus group of female first responders from several states to obtain their
expert recommendations for evaluation criteria, product selection, and operational scenarios. Because the responders use ballisticresistant body armor in daily operations, their input is critical to ensure that the right models are tested, and that they are assessed
in true-to-life environments. All of their initial input is available now in NUSTL’s recently-published focus group report, which will serve
as the basis for evaluating several PPE models during an upcoming assessment.
“I was very impressed by how women in law enforcement are able to handle many of the difficulties caused by wearing body armor
that is mainly designed for men,” said NUSTL chemist Karin Decker. “They are often uncomfortable and not fully protected while on
the job. Many of the women purchase their own better-fitting and more functional armor, which may or may not meet specifications
for ballistic protection.”
For Women in Law Enforcement, There’s Not Always a Universal Body Armor Solution
Existing body armor that female officers wear in the field tends to either be gender-neutral, meaning it can be worn by any officer, or
it has a three-dimensional structure (using folds, darts, or seams to create cup shapes) intended to curve and fit around the bust line.
Focus group participants noted that in their experience, these designs do not conform well to their body contours.
“It’s extremely important that a ballistic-resistant vest be the right fit for my body type. We come in various shapes and the one-sizefits-all is not safe for women,” said focus group participant Angela Alonzo, Special Agent (retired), DHS Immigration and Customs
Enforcement Homeland Security Investigations. “At the end of the day, I want to go home to my family.”
For NUSTL, providing an opportunity for female responders to assess several currently-available body armor options will ultimately
allow response agencies to purchase the right PPE for their officers. The focus group was held to learn from the users’ practical
experiences what features are important to include in the assessment.
“The focus group taught us that many first responder fields and disciplines are not prepared
to offer women adequate protective equipment,” said NUSTL engineer Brenda VelascoLopez. “I believe that women in science can find a solution not only for ballistic-resistant
body armor for law enforcement, but also for other areas of response that may lack adequate
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PPE for women. It is important that we do everything we can for those who risk their lives to protect our communities every day.”
Focus group participants identified 21 different evaluation criteria and determined that first and foremost, usability and capability—
not affordability—are the most important factors to consider in assessing the garments, though cost, ease of deploying, and ease of
maintenance will be taken into account. Regarding design, assessment criteria will include belt- and vest-compatibility, comfort, cup
size, fit measurement process, female design fit, non-prohibitive movement, and closure direction.
“Being able to work with law enforcement officers in this environment provides insight that would be difficult to gain elsewhere,” said
NUSTL Program Manager Gladys Klemic, who led the focus group.
New Standards for Ballistic Resistance of Female Body Armor are Forthcoming
The National Institute of Justice (NIJ) is the main authority for establishing and updating performance standards for body armor, and
work is currently underway to revise the Ballistic Resistance of Body Armor Standard 0101.06 (PDF, 1.56 MB, 89 pgs.)to update
ballistic threat categories and to ensure female-designated body armor provides adequate protection. The standard was originally
approved in 2008, and the NIJ National Law Enforcement and Corrections Technology Center’s Body Armor Compliance Testing
Program (CTP) released an Administration Clarification document in 2015 focusing on flexible ballistic-resistant body armor
containing two panel designs typically used in body armor optimized for women. The updated standard is expected to be released
later this year.
CTP Criminal Justice Testing and Evaluation Consortium Operations Manager Alex Sundstrom attended the September focus group
to discuss the revised standard, which will ultimately inform NUSTL’s selection of body armor products for the SAVER operational
assessment—only products certified NIJ-compliant will be included in the assessment. He discussed NIJ’s laboratory performance
testing processes and highlighted new test specifications that address body armor specifically designed for women. For instance,
the revised standard will include additional specifications to account for potential weak points at armor seams and will increase the
number of armor panel samples tested to provide adequate statistics for curved front panels.
“One of the most important things an agency can do is make sure the armor they purchase is listed on the NIJ Compliant Product
List. All armor models on the list have demonstrated ballistic performance in accordance with the requirements in the NIJ standard
and the requirements of the NIJ CTP,” said Sundstrom.
“Additionally, participating in this focus group to plan the assessment helped reinforce the need for agencies to take steps to make
sure armor fits each individual end user to ensure the proper coverage,” Sundstrom continued. “Not only should this make the armor
more comfortable to wear, but it will help armor perform the way it was intended.”
Assessment will Focus on Input of End-users who Wear Armor Every Day
NUSTL’s Body Armor for Women assessment will complement the certification program by addressing the practical aspects and
experiences of women wearing armor. It will take place after the release of the new NIJ standard and associated product certification
and will include female law enforcement officers of all shapes, sizes, ages, and levels of professional experience. Related information
will be posted to the SAVER publication library on the S&T website.
“We get to know law enforcement officers on a human level—they give us great perspective into their lives beyond their uniforms. All
of these are elements that make us strive to do our jobs to the best of our ability to help responders make the most informed decisions
possible when acquiring new protective equipment,” said Dooley.

Tools to Help Volunteers Do the Most Good after a Disaster
Source: http://www.homelandsecuritynewswire.com/dr20200416-tools-to-help-volunteers-do-the-most-good-after-a-disaster
Apr 16 - In the wake of a disaster, many people want to help. Researchers from North Carolina State University and the University
of Alabama have developed tools to help emergency response and relief managers coordinate volunteer efforts in order to do the
most good.
“Assigning volunteers after a disaster can be difficult, because you don’t know how many volunteers are coming or when they will
arrive,” says Maria Mayorga, corresponding author of two studies on the issue and a professor in NC State’s Edward P. Fitts
Department of Industrial and Systems Engineering.
“In addition, the challenge can be complicated for efforts, such as food distribution, where you also don’t know the amount of supplies
you will have to distribute or how many people will need assistance.”
NCSU says that the researchers used advanced computational models to address these areas of uncertainty in order to develop
guidelines, or rules of thumb, that emergency relief managers can use to help volunteers
make the biggest difference.
The most recent paper focuses on assigning volunteers to deal with tasks where the amount
of work that needs to be done can change over time, such as search and rescue, needs
assessment and distribution of relief supplies.
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“Essentially, we developed a model that can be used to determine the optimal assignment of volunteers to tasks when you don’t
know how much work will be required,” Mayorga says. “For example, in relief distribution, there is uncertainty in both the supply of
relief items and what the demand will be from disaster survivors.
“We then used the model to create and test rules of thumb that can be applied even when relief managers don’t have access to
computers or the internet.”
The researchers found that a simple policy that performs well is the “Largest Weighted Demand (LWD) policy,” which assigns
volunteers to the task that has the most work left to be done. In this case, work is prioritized by its importance. For example, fulfilling
demand for water is more important than fulfilling demand for cleaning supplies.
However, if the difference in importance between tasks becomes large enough, then the best option is for managers to assign
volunteers based on “Largest Queue Clearing Time (LQCT),” which is the time needed to complete the current work if the current
number of volunteers is unchanged.
“In fact, the LQCT heuristic worked well in all of the instances we tested, but it is harder to assess quickly,” Mayorga says. “So we
recommend that managers use the LWD rule unless there is a really large difference in the importance of the tasks.”
However, the LWD and LQCT rules of thumb don’t work for all tasks.
In fact, the researchers found that the rules of thumb that make sense for volunteer tasks where you don’t know how much work will
be required are actually a bad fit for tasks with clearly defined workloads – such as clearing debris after a disaster.
In a 2017 paper, the researchers found that a good rule of thumb for clearing debris was “Fewest Volunteers,” in which volunteers
are simply assigned to whichever task has the fewest volunteers working on it.
“Spontaneous volunteers are people who, in the wake of a disaster, impulsively contribute to response and recovery efforts without
affiliations to recognized volunteer organizations (e.g. the Red Cross) or other typical first responders,” Mayorga says. “These people
constitute a labor source that is both invaluable and hard to manage.
“Our work in these papers provides strategies for incorporating spontaneous volunteers into organized relief efforts to help us achieve
safe and responsive disaster management. It’s also worth noting that these works focused on a single organization assigning
volunteers to tasks. In our future work, we are focusing on strategies that can be used by multiple agencies to coordinate efforts and
amplify the volunteer response.”
The most recent paper, “Assigning spontaneous volunteers to relief efforts under uncertainty in task demand and volunteer
availability,” is published in Omega: the International Journal of Management Science. The 2017 paper, “The optimal assignment of
spontaneous volunteers,” is published in the Journal of the Operational Research Society.

Safety system tracks firefighters by their strides
Source: https://newatlas.com/good-thinking/firefighters-stride-tracking/
Apr 16 – If you were heading into a burning, smoke-filled building, you'd probably want someone else to know
your location within it at all times. German scientists have developed a system that's claimed to serve that very
purpose, for use by firefighters and other rescue workers.
The technology is being developed at the Karlsruhe Institute of Technology, by a team led by Nikolai Kronenwett
and retired professor Gert Trommer. It incorporates a wearable device measuring just a few centimeters in size,
that's mounted on the user's boot.
As that person is about to enter a building, the system notes their location via GPS. Unfortunately, GPS doesn't
work reliably indoors, however, which is where the wearable comes in. It takes over once the user goes into the structure, tracking
the direction and distance that they travel from their last-known GPS coordinates.
The device does so by utilizing an accelerometer and gyroscope that measure the wearer's speed and orientation. That said, its
accuracy is boosted by its ability to break down each of the user's strides into the point at which their rear foot rolls off the ground,
its subsequent swing forward, and then its re-contact with the ground in front.
All of that data is wirelessly transmitted in real time to a computer located at a command station outside the building. If one of the
workers fails to come out of the structure on time, or if it's noted that they've remained immobile for too long, other rescue personnel
will thus know where to find them.
The scientists are also working on a separate wrist-worn device, to be used along with the boot-mounted unit. It utilizes an infrared
camera to create 3D models of the user's surroundings, providing supervisors with a better
idea of what's going on inside the building.
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COVID-19 and climate change: Weapons of Mass Destruction?
By Raj Gonsalkorale
Source: http://www.ft.lk/columns/COVID-19-and-climate-change-Weapons-of-Mass-Destruction/4-698011

Mar 25 – At the time of writing this article, COVID-19 has so far killed more than 10,000 people, and infected over 244,000 in more
than 150 countries, and is likely to infect more and kill more people. No one is able to predict when the pandemic will end. A vaccine
is at least 12 to 18 months away.
The economic damage that is resulting from this pandemic is something the world has not experienced. This is going to create a
major breakdown in the social order, with unemployment rising, health services taking a major brunt and possibly more long-term
health issues and deaths even if the pandemic is brought under control.
According to the WHO, air pollution kills a staggering seven million people every year. Recent studies have found toxic air shortens
lives worldwide by almost three years on average and the life of every child born today will be greatly affected by climate change.
Yet, sceptics continue their anti-climate change rhetoric and they have managed to influence political leaders who unfortunately
contribute to adversely changing the direction the world is heading. Donald Trump is one such leader.
During the Iraq war, the USA and UK feigned a pretext to attack Iraq to take control of their oil reserves. The pretext was the nonexistent Weapons of Mass Destruction (WMDs) that they claimed Iraq possessed, knowing full well it didn’t. Estimates of Iraqis killed
during and since that war is said to be at least a million people.
Unlike those non-existent WMDs, the world has been confronted with one WMD, climate change, for a long time, and now, in less
than three months this year, another WMD, the COVID-19 pandemic. These are real WMDs.
Sudden and dramatic vs. slow and steady
COVID-19 impact has been sudden and dramatic. It is more immediate, and tangible and is infecting people now and is the
undisputed source of their illness and death. The world is panicking and racing to take drastic action to contain the virus. Rightly so.
The climate change crisis however has been unfolding slowly and steadily, although scientific evidence has consistently shown it is
and will be no less deadly. However, no world leader has shown the need to take drastic action to contain climate change, and the
resulting deterioration has manifested in several ways.
Scientists are convinced that bush fires, as experienced in Australia and California in recent
times, the destruction of the eco system in these regions, droughts, excessive rain over short
periods of time, cyclones, unprecedented floods, record high temperatures in polar regions,
melting of polar caps, sea level rises which threatens the very existence of some island
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nations, and the toxicity in the air in several industrial cities are all the signs of the slow death that the earth is experiencing.
Heat-trapping emissions from human activity keep rising, air pollution continues to choke cities, and the world is on track to warm by
3°C or more above pre-industrial levels with catastrophic effects.
Climate crisis is not a virus. The illnesses it causes and dangers it poses come through a third party, pollution, a flood, a drought,
giving climate crisis deniers an opportunity to argue they were caused by other factors. Considering its immediate intangibility, for
many people, the climate crisis feels like a future problem and someone else’s problem. Many such sceptics and Ostriches with their
heads in the sand are no different to each other.
Both are global crises that threaten lives of millions
While the COVID-19 pandemic and climate change are different issues, they share two important and deadly characteristics: both
are global crises that threaten the lives of millions of people. Although to date, the number of cases infected and the number of
people who have succumbed to COVID-19 are small in number compared to the population of the countries where it is present, and
the number that air pollution kills every year, the potential for far more catastrophic outcomes is before everyone.
The impact of the climate crisis brings in progressively damaging economic consequences. The economic havoc that COVID 19 has,
and is creating, is immediate, but will have very long-lasting effects. It is no different to the economic damage sustained as a result
of climate change.
COVID 19 has put countries into lockdown, isolated human beings from one another, airlines have stopped their flights to and from
many countries, tourism something of the past, and the resulting isolation a reminder of chilling movies of the past. Businesses are
heading towards bankruptcy and unemployment and social disorder is imminent. Schools and universities have closed in several
countries, events cancelled, factories shuttered, millions told to work from home and emergency funds released in many countries
to tackle the immediate aftermath of the virus spread.
Possible to take dramatic steps and make economic sacrifices
However distasteful these measures are, the COVID-19 pandemic is proving that it is possible for world leaders to take dramatic
steps and make economic sacrifices to save lives. None of these leaders have reacted in this manner to arrest climate change.
For decades, scientists have been demanding that climate crisis be taken this seriously. But despite numerous international
agreements, world leaders have, by and large, fooled the world and only paid lip service about action to reduce carbon emissions.
Although it is not the way climate change and lowering carbon emissions would have been welcomed, levels of air pollutants and
warming gases over some cities and regions have shown significant drops as coronavirus impacts work and travel.
Researchers in New York have told the BBC their early results showed carbon monoxide mainly from cars had been reduced by
nearly 50% compared with last year. Emissions of the planet-heating gas CO2 have also fallen sharply. Unfortunately, while an end
to the COVID 19 pandemic is what everyone wishes for, it does not appear there is any thought being given to addressing the other
WMD, climate change. There are warnings that levels that have dropped will increase rapidly after the pandemic.
"The challenge for world leaders is whether they are capable of seeing only what is near the tip of their noses and not the
dangers that lurk beyond that. If need rather than want, and necessity over greed, and bridging the gap between the haves
and have nots in the world by compelling the haves to make sacrifices for the have nots, it is possible that the world could
live with less and be genuinely content"
With global economic activity ramping down as a result of the coronavirus pandemic, it is hardly surprising that emissions of a variety
of gases related to energy and transport would be reduced.
While it is early days, data collected in New York this week has suggested that instructions to curb unnecessary travel are having a
significant impact. Traffic levels in the city were estimated to be down 35% compared with a year ago. Emissions of carbon monoxide,
mainly due to cars and trucks, have fallen by around 50% for a couple of days this week according to researchers at Columbia
University.
They have also found that there was a 5-10% drop in CO2 over New York and a solid drop in methane as well. “New York has had
exceptionally high carbon monoxide numbers for the last year and a half,” said Prof Róisín Commane, from Columbia University,
who carried out the New York air monitoring work. “This is the cleanest I have ever seen it. It’s is less than half of what we normally
see in March,” he said.\
An analysis carried out for the climate website Carbon Brief suggested there had been a 25% drop in energy use and emissions in
China over a two-week period. This is likely to lead to an overall fall of more than 1% in China’s carbon emissions this year, experts
believe.
Both China and Northern Italy have also recorded significant falls in nitrogen dioxide, which
is related to reduced car journeys and industrial activity. The gas is both a serious air
pollutant and a powerful warming chemical. With aviation grinding to a halt and millions of
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people working from home, a range of emissions across many countries are likely following the same downward path.
“It will depend on how long the pandemic lasts, and how widespread the slowdown is in the economy particularly in the US. But most
likely I think we will see something in the global emissions this year,” said Prof Corinne Le Quéré from the University of East Anglia.
“If it lasts another three of four months, certainly we could see some reduction.”
What’s likely to make a major difference
What’s likely to make a major difference to the scale of carbon emissions and air pollution is how governments decide to re-stimulate
their economies once the pandemic eases. Back in the 2008-09, after the global financial crash, carbon emissions shot up by 5% as

a result of stimulus spending that boosted fossil fuel use.
In the coming months, governments will have a chance to alter that outcome. They could insist, for instance, that any bailout of
airlines would be tied to far more stringent reductions in aviation emissions. “Governments now have to be really cautious on how
they re-stimulate their economies, mindful of not locking in fossil fuels again,” said Prof Le Quéré.
“They should focus those things that are ready to go that would lower emissions, like renovating buildings, putting in heat pumps and
electric chargers. These are not complicated and can be done straight away, they are just waiting for financial incentives.”
However, some argue that if the pandemic goes on a long time, any stimulus would more likely focus on promoting any economic
growth regardless of the impact on the environment. “I certainly think climate could go on the back burner, and in this case, I don’t
think there is much hope that stimulus goes to clean energy,” said Prof Glen Peters from the Centre for International Climate
Research.
“Any stimulus will help those with job losses such as tourism and services. I think this is very different to the global financial crisis.
The only silver linings could be to learning new practices to work remotely, and buying a few years of lower growth allowing solar
and wind to catch up a bit, though, these may be rather small silver linings.” Two months of pollution reduction “likely has saved
the lives of 4,000 kids under five and 73,000 adults over 70 in China,” he said.
The challenge for world leaders is whether they are capable of seeing only what is near the
tip of their noses and not the dangers that lurk beyond that. If need rather than want, and
necessity over greed, and bridging the gap between the haves and have nots in the world
by compelling the haves to make sacrifices for the have nots, it is possible that the world
could live with less and be genuinely content.
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Coronavirus Shows We Are Not at All Prepared for the Security threat of climate
change
By Kate Guy
Source:
http://www.homelandsecuritynewswire.com/dr20200416-coronavirus-shows-we-are-not-at-all-prepared-for-the-securitythreat-of-climate-change
Apr 16 – How might a single threat, even one deemed unlikely, spiral into an evolving global crisis which challenges the foundations
of global security, economic stability and democratic governance, all in the matter of a few weeks?
My research on threats to national security, governance and geopolitics has focused on exactly this question, albeit with a focus on
the disruptive potential of climate change, rather than a novel coronavirus. In recent work alongside intelligence and defense experts
at the think-tank Center for Climate and Security, I analyzed how future warming scenarios could disrupt security and governance
worldwide throughout the 21st century. Our culminating report, A Security Threat Assessment of Global Climate Change, was
launched in Washington just as the first coronavirus cases were spreading undetected across the U.S.
The analysis uses future scenarios to imagine how and where regions might be increasingly vulnerable to the resource, weather and
economic shocks brought about by an increasingly destabilized climate. In it, we warn: “Even at scenarios of low warming, each
region of the world will face severe risks to national and global security in the next three decades. Higher levels of warming will pose
catastrophic, and likely irreversible, global security risks over the course of the 21st century.”
Little did we know when writing these words and imagining the rapidly evolving shocks to come, that a very similar test of our global
system was already brewing as governments sputtered to contain the damage of COVID-19.
Over the first few crucial weeks of this crisis, we’ve seen world leaders take a number of actions that indicate how climate shocks
could destabilize the world order. With climate change disasters, as with infectious diseases, rapid response time and global
coordination are of the essence. At this stage in the COVID-19 situation, there are three primary lessons for a climate-changing
future: the immense challenge of global coordination during a crisis, the potential for authoritarian emergency responses, and the
spiraling danger of compounding shocks.
An Uncoordinated Response
First, while the COVID-19 crisis has engendered a massive public response, governments have been largely uncoordinated in their
efforts to manage the virus’s spread. According to Oxford’s COVID-19 Government Response Tracker, countries vary widely in the
stringency of their policies, with no two countries implementing a synchronized course of action.
While traditionally a great power like the US might step forward to direct a collective international response, instead the Trump
administration has repeatedly chosen to blindside its allies with the introduction of new limitations on trade and movement of peoples.
This mismanagement has led to each nation going on its own, despite the fact that working together would net greater gains for all.
As the New York Times’s Mark Landler put it, the voices of world leaders are forming “less a choir than a cacophony”, leading to
mixed global messages, undetected spread, and ongoing fights over limited resources.
In the face of climate change, such a lack of coordination could be highly destabilizing to world social and economic order. The mass
displacement of people, the devaluation of assets, rising seas and natural disasters will call for shared practices and common
decency in the face of continued tragedy. Many climate impacts will raise new questions the world has yet to answer. What do we
do with nation-states that can no longer reside in their homeland? How do we compensate sectors for ceasing harmful practices
such as fossil fuel extraction and deforestation, especially where national economies may depend on them?
We also face new global governance questions around the use of risky geoengineering technologies, which can be deployed
unilaterally to alter local climates, but with the potential for vast unintended regional or even global consequences. These are
challenges which, like climate change itself, can only be solved collectively through coordinated policies and clear communication.
The sort of wayward responses and lack of leadership in response to COVID-19 would only lead to further destruction of livelihoods
and order in the decades to come.
Authoritarian Agendas
This historic moment is also offering new opportunities for leaders to further dangerous, illiberal agendas. Authoritarians have long
used emergency situations as a pretext to further curtail individual rights and consolidate personal power against backdrops of real
or imagined public danger. We’ve seen these actions spiral worldwide in the past month in
autocracies and backsliding democracies, alike.
President Rodrigo Duterte in the Philippines has given security services the directive to open
fire on protestors while Vladimir Putin is deploying mass surveillance technologies and new
criminal penalties to monitor the Russian population. Hungary’s prime minister Viktor Orbán
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has forced new emergency powers through parliament that muzzle political opposition and allow for his indefinite rule. Even the
supposed democratic bastions of the US and the UK are seeing worrying signs of autocratic policies, as surveillance drones are
deployed to monitor citizens, scientific expertise is undermined, and open-ended emergency powers are granted to police forces
for undetermined time frames.
A warming world will only result in more disaster-related events for power-hungry leaders to take advantage of in the years ahead.
From the nationalization of resources to the deployment of militaries in response to climate shocks, it can be all-too-easy for public
safety needs to bleed into personal political opportunities. The second-order effects of climate change, from supply chain instability
to the migration of peoples, will also provide authoritarian leaders more fodder for their ethno-nationalist ideologies, which inflame
divisions in society and could help broaden their personal appeal. Without clear and sturdy limits on executive power, the disruptive
impacts of climate change will be used to further chip away at democratic freedoms across the world.
Overlapping Shocks Are the New Normal
Finally, this situation is teaching the globalized world new lessons on the devastating consequences of compounding shocks.
Managing a deadly global pandemic is bad enough, even before you layer on the massive unemployment, trade disruptions and
economic shutdown that its mitigation sets in motion.
The months ahead will bring about additional crises – some related to the pandemic, like a massive uptick in public debt used to bail
out national economies. But other near-term shocks may themselves be climate change-induced, from new forecasts for large-scale
floods this spring in the central US, to a prospective repeat of 2019’s severe summer heat waves across Europe.
These disasters have the potential to strike just at the time when people are being advised to shelter inside, many in at-risk areas
and without adequate indoor cooling. Overlapping, historic shocks like this are becoming the new normal in our climate-changed era.
As public disaster response budgets spiral and loss of life mounts each year, governments will continue to struggle to contain their
compounding damage.
Scientists and security professionals alike have long warned about the devastating potential of climate change, alluding to how it
might rattle our global governance systems to breaking point. But few could have expected that the fissures in our institutions would
be revealed so soon, let alone on such a disturbingly large scale.
We can treat the current global crisis as a sort of “stress test” on these institutions, exposing their vulnerabilities but also providing
the urgent impetus to build new resilience. In that light, we could successfully rebound from this moment with more solid global
security and cooperation than we knew going into it. Decision-makers should take a hard look at their current responses, problemsolving methods, and institutional design with future climate forecasts like our Threat Assessment in mind.
We know that even steeper and more frequent global shocks are in store, particularly without serious climate change mitigation
efforts. What we don’t yet know is whether we’ll repeat current patterns of mismanagement and abuse, or if we’ll chart a more
proactive and resilient course through the risks that lie ahead.
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